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Tale of Two Industries

Safety (Aviation Industry)

•  Robust data set

•  Statistics are useful

•  Incidents are accidents

•  Wait until an incident occurs, then react

•  Data-driven

•  Costs of incidents are measurable

•  Threats are common and frequently 

encountered

•  Threats are environmental or human errors

•  Threats don’t adapt to new safety controls

•  Innovations have come from understanding 

and changing our own behaviors

•  Decision making aided by tools like 

checklists, Crew Resource Management 

•  Risk Analysts biased to see everyone as 

only committing inadvertent errors

•  Boring


Protection (US Secret Service)

•  Limited data

•  Statistics have limited usefulness

•  Incidents are deliberate

•  Find, manage threats before they can act

•  Intelligence-driven

•  Costs of incidents are difficult to measure

•  Threats are uncommon and infrequently 

encountered

•  Threats are people with malicious intent

•  Threats adapt to new security controls

•  Innovations have come from understanding 

and managing threat behaviors

•  Decision making reliant on investigation, 

professional judgment

•  Risk Analysts biased to see everyone as a 

potential threat

•  Sexy
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Organization of Risk Management

Information Safety

•  Traditional Malware

•  Phishing

•  Disaster Recovery / BCP

•  Incident Analysis

•  Change Management

•  Laptop Theft

•  Software Security Quality

•  Security Modeling

•  Patch Management

•  Compliance

•  Fraud


Information Protection

•  Custom Malware

•  Spear Phishing

•  Denial-of-Service Attacks

•  Cyber Intelligence

•  Incident Response*

•  Server Data Breaches

•  Software Security Architecture

•  Threat Modeling

•  Attack Simulation (Red Team)

•  Reputation

•  Fraud
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